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THREAT MODELING

e assets
e adversaries
e capabillities
e CONSEqUENCES
how much trouble are you willing to go
through in order to try to prevent those”
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FREE SOF TWARE

the freedom to run, copy, distribute, study,
change and improve the software

(gnu.org)

*\/S. proprietary software
« Why does this matter for privacy”?
* Most of these tools are free software
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TOR BROWSER

https://libraryfreedomproject.org




 [Or browser Is the only anonymous and
ephemeral browser

e [Orvs. Firefox

o [Or extensions: HTTPS Everywhere and NoScript

* Nhow the Tor network works

 [Or best practices

e more with Tor

* [alls
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—NC

* Wwhat Iis encryption?
1. confidentiality

Y

B

2. authenticity
3. Integrity

https://libraryfreedomproject.org

 Nttp vs hitps
HT TPS Everywhere
| et's Encrypt
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THIRD PARTY TRACKING

* COOKIES

« Widgets

e analytics

e beacons CUSTOMERS (el

o THINK!

e hmOR
advertising THEIR FATE!

 Privacy Badger

This is a real image from an online marketing company.

https://libraryfreedomproject.org




SEARCH TRACKING

« Google, Bing, and Yahoo collect and store your
searches

« DuckDuckGo does not. They even have an
extension!

* embedded Google searchbars: Google Sharing
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MBI L EIEVICES

* VOUr pocket tracking device and you
e |ocation services, wifl, bluetooth = oft
even better = airplane mode
* COVEr cameras
« exif removal
» hardening Android: Replicant and Cyanogenmod
 device encryption
* Nigh security situations

https://libraryfreedomproject.org dm@pm,,m
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MOBILE APPS

The Guardlan PrOJeCt Moxie Marlinspike
(And rO|d) +14152222222 MOBILE

CONMNECTED

Signal (IPhone)

Redphone/
Textsecure (Android)

ca

SnoopSnitch (Android
with root access)

soybean conspiracy

https://libraryfreedomproject.org

6 Madison Banks &
+1 415-266-8808

o Hey!

s Does the padlock mean our messages are
already encrypted? It happens
automatically?

Yep, pretty simple!

8 Should we meet for lunch? The usual
place?

'
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PASSWORDS

« Strong passwords are not that hard!

—high entropy T oy 2 camgrn || Taenoos ADORE
i (Nﬁogégmﬁpsﬁ) U%N S R WhS A ZERO?
- \IO PATT e RNS Tr@ b4d &5 ) I??L —63 Dmslﬂ‘l' %ﬂﬁéﬁﬁﬁs\—
U Or {mﬁgﬁﬁﬁnem

. d t d LE. NG A STOLEN
XKCA Mmetno cAes? 5%”% 0;’5 T”‘TE’Q"‘L e o 120
ooo PON CRHT ON DIFFicOLTY T0 GUESS: | | DIFFICULTY To REMEMBER:

e diceware list pememme "0 ERSY HARD

~ Y BITS OF ENTROPY

« KeyPassX:

correct horseJ battery staple S ——
—encrypted ey s secho e | P

by
J | 2 =550 YEARS AT
_FOSS \ H]JRF?HI\DOL"{ // 1000 GUESSES,/seC
COMMON WORDS DIFFicOUTY To cuESs: | | DIFFICULTY To REMEMBER:

e hardware tokens HARD o A

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT ERSY FOR COMPUTERS Tb QUESS.

Image credit: xkcd.com
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=MAIL

who can read your email”?

* YOUIr emall service provider

e Operators of intermediate network connections
« VOUr Intended recipient's email service provider
* aNnyone Who accesses those servers

« Wworse If you're not using TLS connections
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PGP emaill encryption

cmall self-defense from FSk
emall providers

* DODOX.COM

e alumni emalll

riseup.net

» mykolab.com

*Q Server you trust

https://libraryfreedomproject.org
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VPNs

N7

‘or when choosing a VPN

*OpenVPN (FOSS, harder)
commercial VPNs
e Mobile options
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MISCELLANY

 SOoftware updates

* COVElr cameras

e Open Wwifl

* vViIruses and malware

antivirus: ClamAYV
antimalware: MalwareBytes (free vs pro)
government malware: Detekt

https://libraryfreedomproject.org dm@pm,,m
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http:// www.surveyrock.com/ts/ZCo066H

Please note: while LFP is only asking for anonymous feedback
iN this survey, Survey Rock may be collecting IP addresses or
other personally identifiable information.
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Tor Browser https://www.torproject.org/projects/torbrowser.html.en

NoScript http://noscript.net/

Firefox https://www.mozilla.org/en-US/firefox/new/

HTTPS Everywhere https://www.eff.org/https—everywhere

Let's Encrypt https://letsencrypt.org/

PrivacyBadger https://www.eff.org/privacybadger

DuckDuckGo https://duckduckgo.com/

DuckDuckGo extension https://addons.mozilla.org/en-US/firefox/addon/duckduckgo—for-firefox/
Google Sharing https://addons.mozilla.org/en-US/firefox/addon/googlesharing

Replicant http://www.replicant.us/

Cyanogenmod http://www.cyanogenmod.org/

The Guardian Project https://guardianproject.info/

Signal/Redphone/Textsecure https://whispersystems.org/

SnoopSnitch https://opensource.sriabs.de/projects/snoopsnitch

Diceware http://world.std.com/~reinhold/diceware.html

KeePassX https://www.keepassx.org/

Yubico https://www.yubico.com/

Yubikey static mode https://www.yubico.com/products/services-software/personalization-tools/static—
password/

Email Self-Defense https://emailselfdefense.fsf.org/en/

PO Box https://www.pobox.com/

Riseup https://help.riseup.net/

Mykolab https://kolabnow.com/

OpenVPN https://openvpn.net/index.php/open—-source.html

VPN list http://torrentfreak.com/anonymous-vpn-service—provider—-review—2015-150228/
ClamAV http://www.clamav.net/index.html

MalwareBytes https://www.malwarebytes.org

Detekt https://resistsurveillance.org/
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https://whispersystems.org/

alison@libraryfreedomproject.org
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Attribution—-ShareAlike 4.0 International
WWW.creativecommons.org
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